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1. Introduction

Businesses have been dynamically and quickly changing for centuries, largely due to technological improve-
ments. Around the world, intelligent, digital, and integrated representations of technology are proliferating
(Panetta, 2018). The Internet of Things (IoT), Virtual human-machine interfaces, and artificial intelligence are
examples of cutting-edge business technologies that have substantial growth potential (Brynjolfsson, Hui,
and Liu, 2019; Briggs and Buchholz, 2019). However, if a firm is not digitally structured and transformed for
this purpose, it will be difficult for technology-driven growth to have the most impact on enterprises. To
increase productivity and efficiency, digital transformation requires integrating information, infrastructure,
processes, and people with digital aspects and procedures. An excellent example of digital transformation
may be seen in the situations of LEGO and Starbucks. After reorganizing and going digital, LEGO climbed the
value chain due to this new revenue stream from movies, mobile games, and mobile applications. Starbucks
put a premium on customers’ loyalty to create a digitalized customer experience. By offering a simple and
convenient purchasing experience, the mobile order and pay app became their main digital transformation
objective (Anthony et al, 2020). In essence, digital transformation enabled new economic value exchange
and competitive advantage for organizations like Starbucks and LEGO (Walsh, 2017). These and many other
digital transformation stories transpire macro or national-level spillovers, with the government of the day
being the driving force.

While firms are jumping onto the digital transformation bandwagon, governmental-level initiatives and pol-
icies facilitate this purpose. Nevertheless, the continuity of digital transformation in the constant change
environment is of concern as the transformation process is not a one-off event but rather a recurring phe-
nomenon. In most cases, digital transformation happens based on the pull factors, i.e., the requirements of
an organization. However, certain 'push' factors can also drive digital transformation, such as a crisis. Differ-
ent types and levels of digital transformation occur regardless of whether it is a pull or push environment.
Thus, the importance of digital resilience comes into play. Digital resilience is a phenomenon in which an
organization can absorb the external and internal shocks that affect its existing and future digital transfor-
mations (Kuppusamy and Muzanarwo, 2021). Historically, scholars have defined resilience in the context of

This journal is published under IJABS. All rights reserved.


mailto:lakshmidatti@cyberjaya.edu.my

L. Datti, and M. Kuppusamy, International Journal of Advanced Business Studies 1(1) (2022), p.p. 10-19

a human's ability to withstand adversities and stress. However, Digital Resilience is about including digital
engagement in the country to withstand the crisis. Countries acknowledge that digital transformation re-
quires digital resilience to quickly respond to economic disruptions using capabilities to take advantage of
changing conditions. The proliferation of technology has immense potential and digital resilience for the
economy. However, digital resilience requires both culture and process-related changes. A country must
constantly embrace external and internal shocks and crises, mainly in a digital environment. The ability to
withstand crisis development and growth is resilience (Folke, 2016). To build digital resilience in countries,
governments should invest in capabilities and engage in digital engagement like "digital literacy/skills, uptake,
access to digital resources, technology as a barrier, broadband/existing infrastructure, attitudes to technol-
ogy."

While individuals often use identical words like "skill," "competence," and "capability." Capabilities such as
talent, attitude, and behavior help obtain a competitive advantage against competitors and help to increase
the value of a country (Zhou et al., 2019). To assess the country’s capabilities in using, adopting, and adapting
these technologies fairly and equitably. A 'readiness index' has been produced by the technology and inno-
vation report 2021 that indicates components: ICT deployment, skills, R&D activity, industry activity, and
financial availability. Countries need to achieve digital resilience to increase the ability to face future chal-
lenges.

2. Disruption Context
The world was forced into isolation under COVID-19 in 2020. The pandemic is used as a massive test case to
see how effective these digital transformations are in a country. Digital transformation provides the country
with new tools and opportunities to deal with current crises and long-term development hurdles (Kup-
pusamy and Muzanarwo, 2021). As a result, digital transformation has become unavoidable, implying that it
is associated with inevitable disruptions from three sources: socioeconomic-policy driven, information and
communication technologies (ICT)-driven, and crisis-driven disruptions.

2.1 Socioeconomic Policy

The activities that governments conduct in the economic sphere are referred to as socioeconomic policy. it
covers the procedures for determining interest rates and creating public budgets, as well as the labor market,
national ownership, and other government actions (Prokopowicz, 2018; Strohmaier et al., 2019; Arsakaev et
al., 2021). Economies and civilizations are currently undergoing and will continue to undergo, digital revolu-
tions. The ongoing digitalization of the economy and society has the potential to increase innovation, lower
prices, and provide better services overall. A successful shift to a digital economy is also required to promote
inclusive and long-term growth while enhancing everybody’s wellbeing (Afonasova et al., 2019; SASE, 2019).
Digitalization, on the other hand, can be disruptive. It alters how people connect with society and the econ-
omy's structure and business strategies. As a result, digitalization creates significant policy issues such as
privacy, consumer policy, security, competition, innovation, skills, and jobs. Failure to appropriately address
these challenges could result in economic inefficiencies, reactionary policies, a deepening of inequities, and
slower progress. The problem for policymakers is to figure out what policy combination will best enable
national economies to reap the benefits of an increasingly digitalized global economy while also effectively
addressing the challenges that come with it (Okhrimenko et al., 2019; Tselios et al., 2020).
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2.2 ICT Driven

Information and communication technologies (ICT) play an essential part in almost every area of today's
society. ICT has altered how we connect, find information, work, do business, deal with government author-
ities, and manage our personal lives. Because ICT impacts people's daily lives, it also impacts macroeconomic
growth, impacting society by allowing infrastructure and living standards to develop (Delponte, 2015). "Dig-
ital telephone network, internet capability, mobile phones, internet servers, fixed broadband, and other
technologies" are examples of information and communication technology infrastructure. The rapid expan-
sion of ICT is critical for economic growth. It allows many economic and social life actors to easily access
information and knowledge (Roztocki et al., 2019). ICT allows people to communicate more quickly and ef-
fectively by lowering production costs and increasing efficiency. ICT facilitates access to new markets, lowers
capital costs due to improved financial market efficiency, eliminates regional disparities in income and
productivity, and facilitates access to human resources via tele-networking (Pratt and Lai, 2019). ICT has the
potential to influence economic growth in several ways, including the production of goods and services in
the ICT sector directly contributes to the creation of value-added goods and services in the economy, and
increasing productivity in the ICT sector contributes to increased overall productivity (Toader et al., 2018;
Kurniawati, Wigati, and Hasri, 2021). When ICT is not implemented vigorously in a country, infrastructure
and infostructure would be ineffective and will not be future-ready when disruption happens.

2.3 Crisis Driven

The next disruption was crisis-driven, not only COVID-19 in 2020 but also the financial Crisis in 2008, which
led to the country's disruption. The global pandemic and public health pandemic known as COVID-19 have a
significant influence on the financial and economic markets around the world. There has been major income
reduction, an increase in unemployment, and disruptions in transportation, service, and industrial sectors as
a result of the disease mitigation measures that have been implemented in many countries (PwC, 2021). The
risks of the rapid spread of COVID-19 appear to have been underestimated by the majority of governments
globally, who have largely responded to the situation in a reactionary manner. Serious global action is re-
quired to save lives and protect economic interests as epidemics are unlikely to end very soon. The tourism
industry, decreased productivity, business closures, fatalities, trade disruptions, and other factors have had
a substantial impact on the global economy (OECD, 2020). COVID-19 may serve as a “wake-up” call for world
leaders to increase cooperation on epidemic preparedness and provide the necessary funding for interna-
tional coordinated action (Pak et al., 2020). To lessen the likelihood of major epidemics, the world has not
made the required investments in preparedness and prevention measures.

As determined, three contexts of the disruptions are the socio-economic policy drive, ICT driven, and crisis-
driven. This model has been designed for countries to engage in the capabilities and be resilient, either de-
veloped or developing countries. Below are two models for developed and developing countries that will
determine how to achieve digital transformation in disruptions.

3. Digital Resilience Capabilities
A country's digital resilience determines a country’s capacity to absorb the shocks/crisis that will affect its
existing and future transformations. The ability of a country's industry to innovate determines its
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competitiveness. Capabilities give businesses an advantage over the world's most significant competitors. In
an era of increasing international competitiveness, nations have gained importance. As competition has
shifted more and more toward the creation and assimilation of knowledge, the nation’s role has increased
(Poter, 1985). To build and maintain a competitive advantage, a highly localized method is used. Competitive
success is influenced by national values, culture, economic structures, and institutions (Porter, 1990). The
patterns of competitiveness in each nation vary greatly. In all or even the majority of industries, no nation
can or will be competitive. Nations succeed in particular industries because their living environment is the
most progressive, dynamic, and difficult (Porter and Karmer, 2002; Porter, 2011). Companies get a compet-
itive advantage through acts of innovation. They approach innovation in its broadest meaning, incorporating
both new technologies and new methods of doing things. They identify a new basis for competing or discover
better ways to compete in existing ways. Innovation can prefer the form of a new product design, a new
manufacturing technique, a new marketing strategy, or a new training method (Hanna et al., 2017). Compa-
nies must envision the future environment and new technological advances to remain competitive. A crucial
component of future-ready company culture is continuous experimentation and enabling mistakes to hap-
pen quickly and then learning from them "failing forward" (Birs, 2021). However, digital technology must be
used to improve efficiency and, as a result, the range and quality of services supplied to residents and enter-
prises. A country's capabilities to be digitally resilient in the future are knowledge, technology, and future
readiness.

1. Knowledge

2. Technology

3. Future-Readiness

TALENT

REGULATORY FRAMEWORK

ADAPTIVIE ATTITUDES

CAPITAL

TRAINING & EDUCATION

IT INTEGRATION

TECHNOLOGICAL FRAMEWORK

—

Figure 1 Digital Resilience capabilities

3.1 Knowledge

The knowledge factor refers to the infrastructure that underpins the digital transformation process of dis-
covering, understanding, and learning new technologies in developing and developed countries (Mgonja,
2017; Ning and Wang, 2018; Barkhordari et al., 2019). The factors encompass three sub-factors: talent, in-
vestment in training and education, and scientific concentration. In a given country, talent refers to the pool
of skills and abilities available. The talent pool's strength (Savage et al., 2017; Ding et al., 2020) and level of
development are linked to the importance of worker training and education (Psacharopoulos and Patrinos,
2018; Mayeko, 2019; Zafar et al., 2020). The scientific concentration emphasizes the importance of
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knowledge investment and production for an economy's digital transformation (Rokichi and Stepniak, 2018;
Ismatov et al., 2019; Giroud and lvarsson, 2020). Knowledge creation and use is the base for absorbing tech-
nological transformation, which leads to being digitally resilient when disruption occurs in developing and
developed countries.

3.2 Technology

The technology factor evaluates the total context in which digital technology development is enabled (Salim
et al., 2017; Franke et al., 2019). First, there is a supporting regulatory framework that enables the efficient
performance of company activities and the enforcement of necessary regulations while fostering business
development and innovation. Capital is the second component of the technology factor, and it assesses the
availability and present investment in technology development (Boutilier, 2017; Miteva, 2019). It also takes
into account the level of investment risk in a given economy. The current technological framework is the
final component. The latter evaluates a country's current physical technology infrastructure as well as its
quality. In addition, the framework takes into account high-tech manufacturing. Technological investments
are essential in a country as the role of the regulatory framework usually encourages the facilitation of the
development of innovation across countries. Innovation strategies and processes, product development, and
new market identification are necessary to be digitally resilient. Moreover, these factors lead countries to
be digitally resilient.

3.3 Future Readiness

The Future-Readiness factor examines the level of preparedness of an economy to assume its digital resili-
ence. In this sense, it incorporates three sub-factors: adaptive attitudes, business agility, and IT Integration.
To be competitive, available digital technologies must be "absorbed" by society. The adoption of digital tech-
nology necessitates specific adaptive attitudes, such as a society's readiness to participate in digital-related
procedures, such as making online purchases. Business flexibility in terms of embracing new technology is
also required for readiness. In this sense, business agility refers to the ability of businesses in a given econ-
omy to change their business models to capitalize on new opportunities. It also refers to the amount of
innovation generated by the private sector. Finally, readiness necessitates IT Integration, which assesses
how successfully all players apply IT-related behaviors and processes.

4. Advanced and Developed countries

In a macro-level digital transformation disruption context, the advanced/developed economies invest high
in resilience capabilities and then face disruptions in any three contexts to achieve sustained digital trans-
formation. If the resilience capabilities are invested in socio-economic-policy driven where the possibility of
the occurrence is constant, ICT-driven possibility of the occurrence is dynamic and high, and Crisis driven
possibility is unpredicted, then advanced/developed economies can achieve high sustainable digital trans-
formation. As these economies have proactive investments and action plans, there are always fast, adaptive
to new technologies or changes, and agile.
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Macro Level Digital Transformation Disruption Context
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Figure 2 Digital resilience capability model for developed countries
Source: Author's Own

5. Developing and Emerging Countries
In a macro-level digital transformation disruption context, the emerging/developing economies invest mod-

erately in resilience capabilities and face three disruptions to achieve Ad Hoc and Moderate digital transfor-
mation. The resilience capabilities are invested in socio-economic policy when the occurrence is constant,
ICT-driven where the occurrence is dynamic and high, and crisis-driven where the occurrence is unpredicted,
then the emerging/developing economies achieve Ad Hoc and Moderate digital transformation. These econ-

omies are a bit lagging, reactive, and bureaucratic investments, and action plans.
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Macro Level Digital Transformation Disruption Context
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Figure 3 Digital resilience capability model for developing countries
Source: Author's Own

6. Conclusion

In today’s dynamic environment countries investing in digital resilience capabilities are crucial to sustaining
digital transformation. Disruptions driven either by socioeconomic policies, ICT, or crisis encouraged the de-
velopment of resilience capabilities across economies. The high the investment in resilience capabilities the
higher economies can achieve digital transformation in the disruption context, whereas the moderate in-
vestment of resilience capabilities Ad Hoc and moderate results of the digital transformation can be achieved.
The digital resilience capability model showcases the significance of resilience capabilities in developing and
developed economies during disruption.
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